Installation Guide for Leakage Detector

Requirements

e Pre-built binaries for Windows, macOS, or Linux AND/OR Docker Desktop

e NodelS, whichis required to run the prebuilt binaries for Windows, MacOS,
and Linux
e Souffle, which is required to run the prebuilt binaries for MacOS

e Python extension for VS Code

e Jupyter Notebook extension for VS Code

Optional

e GitHub Copilot, an Al-based VS Code extension for additional quickfix

suggestions


https://leakage-detector.vercel.app/download
https://www.docker.com/
https://nodejs.org/en/download
https://souffle-lang.github.io/install
https://marketplace.visualstudio.com/items?itemName=ms-python.python
https://marketplace.visualstudio.com/items?itemName=ms-toolsai.jupyter
https://marketplace.visualstudio.com/items?itemName=GitHub.copilot

1. Installing the VS Code Extension

1) Open Visual Studio Code. Here is one working version of VS Code for our
extension (version 1.95.3):

Visual Studio Code

Visual Studio Code

Version: 1.95.3

Commit: f1a4fb101478cebec82fe9627c43efbf9e98¢813
Date: 2024-11-13T714:50:04.152Z (3 wks ago)

Electron: 32.2.1

ElectronBuildld: 10427718

Chromium: 128.0.6613.186

Node.js: 20.18.0

V8:12.8.374.38-electron.0

0OS: Linux x64 6.12.3-arch1-1

2) Navigate to the Extensions Marketplace by clicking on the Extensions icon on

the Activity Bar or pressing Ctrl+Shift+X.

> INSTALLED

2> RECOMMENDED

3) Search for 'Leakage Detector' in the search bar.



4) Lookforthe top result under the publisher 'SPARK' and click on it.

EXTENSIONS: MARKETPLACE

leakage detectﬂd

Leakage Detector
SPARK

5) Clickthe 'Install' button to add the extension to your VS Code environment.



2. Downloading the Native Binaries

Disclaimer: if you only intend to use our Docker run mode solution, then

downloading the native binaries is unnecessary.
Download the native binary through the extension in VS Code through these steps.

Step 1: Launch Visual Studio Code. From the activity bar on the left, choose the

"Data Leakage" extension.

LEAKAGE DETECTOR

Run Data Leakage Analysis

First time installing?
Click the gear icon above, or

Step 2: Click on the settings icon to adjust the run settings.

LEAKAGE DETECTOR

Run Data Leakage Analysis

First time installing?

Click the gear icon above, or




Step 3: Click the download icon beside your OS to get the binary.

DATA LEAKAGE

User Settings

Run Mode Native w

Linux

Install

Step 4: If you downloaded the binary, extract this zipped binary to a directory of your

choice. Click "Install" and select the extracted binary from your file directory.

DATA LEAKAGE

User Settings

Run Mode Native

Linux

The native binary is now ready for use with the Leakage Detector VS Code extension.

Read our extension run guide or watch our tutorial video for further instructions on

usage.


https://leakage-detector.vercel.app/documentation/get-started/run-guide
https://leakage-detector.vercel.app/documentation/get-started

If you have trouble installing the binary, you can manually download itin the

download page:

1)

Go to the following URL in your browser:

https://leakage-detector.vercel.app/download.

Identify and download the native binary that is most suited to your operating
system (e.g., Windows, macQOS, or Linux).

After downloading, locate the file and unzip it to a directory of your choice.
Once unzipped, the native binary is ready for use with the Leakage Detector
VS Code extension.

Read our extension run guide or watch our tutorial video for further

instructions on usage.


https://leakage-detector.vercel.app/download
https://leakage-detector.vercel.app/documentation/get-started/run-guide
https://leakage-detector.vercel.app/documentation/get-started

3. Docker Setup
Disclaimer: if you intend to use our native binaries with our VS Code extension, then
this Docker setup is unnecessary. Otherwise, proceed to the Docker setup

instructions.

4. Resolving Antivirus/Firewall Issues on Windows

Windows OS users may encounter their antivirus or firewall automatically removing

the native binary after downloading. Here is a solution to resolve these issues:

) Open Windows Security by searching for it on the Start Menu.
) Click on 'Virus & threat protection'in the menu.
3) Under the 'Virus & threat protection settings,' click on 'Manage settings.'
) Scroll down to 'Exclusions' and click on 'Add or remove exclusions.'
) Click on'Add an exclusion' and select 'File' or 'Folder' based on where your
native binary is located.
6) Navigate to the location of the downloaded native binary and select it.
7) Confirmthe action and ensure the file or folder is now listed under

exclusions.



5. (Optional) GitHub Copilot Setup

Our extension provides a manual Quick Fix option to fix data leakage. However,

consider installing the GitHub Copilot extension in VS Code to enhance your data

leakage fixes with Al-powered solutions. This tool can provide advanced code

suggestions and fixes, including potential resolutions for data leakage issues in your

Jupyter Notebook.

Steps to Install GitHub Copilot in VS Code:

1)
2)

3)

Open VS Code: Launch the Visual Studio Code application.

Access Extensions: Click on the Extensions icon in the Activity Bar on the
side of the window.

Search for GitHub Copilot: In the Extensions view, type "GitHub Copilot" into
the search bar.

Install Extension: Locate the GitHub Copilot extension in the search results
and click the "Install" button.

a. Alternative: use this extension link and click the “Install” button. That
will display a pop-up to open the link, so click “Open Link” in the pop-
up. Then, the GitHub Copilot extension in your VS Code should
display. Then, click the “Install” button.

Sign In to GitHub: Once installed, you may need to sign in with your GitHub
account to activate the extension.

Enable GitHub Copilot: Follow the prompts to enable GitHub Copilot in your
editor.

Start Coding: Open a Jupyter Notebook file and start using GitHub Copilot for

Al-based code suggestions. Refer to our extension run guide to learn more

about using GitHub Copilot’s Quick Fix or our extension’s manual Quick Fix

to resolve data leakage.


https://marketplace.visualstudio.com/items?itemName=GitHub.copilot
https://leakage-detector.vercel.app/documentation/get-started/run-guide

Getting Started with Docker

A Guide to What Docker is & How to Install it

Introduction

So what is Docker? You can think of Docker as a middleman between full on
virtualization and running something normally on your hardware. While
virtualization would emulate an entire operating system on your computer, Docker
uses something called containers. Containers, unlike VMs, use the host operating

system and virtualizes the software running.

Containerized Applications
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Containers only have exactly what they need inside of them, with nothing else. This

means they are generally super lightweight so you can run a whole bunch of them
on one machine. Instead of needing an entire desktop/virtual machineto run a
simple application, like a web server for example, you can just throw itin a

container and call it a day.

In a VM you call what manages the VM’s the hypervisor (here’s more information on

hypervisors if you want to learn more), in Docker that’s the Docker Engine.


https://www.google.com/url?q=https://en.wikipedia.org/wiki/Hypervisor&sa=D&source=editors&ust=1732484809972820&usg=AOvVaw1VrxPtI58x75h6JxWxxPP-

Installing Docker

Docker is available for Linux, MacOS, and Windows, making it something very
useful for developers who run into the “but it works on my machine” issue. It can
also allow you to create a container, and anyone can run it on nearly any device
without caring about the operating system. We will be using a package manager for
all the installations. If you want to learn more about them/need to install one on

your system, refer to the document Package Managers.

Windows Installation

There are many ways to install Docker on Windows, but we will be using

Chocolatey, a package manager for Windows.

In an administrator PowerShell console, run the command. There may be a

confirmation request in the console, confirm it or the installation will halt.

choco install docker-desktop

MacOS Installation

We are going to be using Homebrew for this, so install it if you haven't already. All
you need to do is run the following command in your terminal if you have Homebrew

installed.

brew install --cask docker

Running the Docker Desktop

For Windows and MacOS you need to run the Docker Desktop application that was
installed on your local computer during the above steps. You need to do this to start
the Docker Engine. Go through the recommended setup options (there is no need to

create an account right now, skip where you can).


https://www.google.com/url?q=https://docs.google.com/document/u/2/d/1nnBSMfhKyXVOcoWl22qOr-95sCR6O8E6YgXTtEyhFWk/edit&sa=D&source=editors&ust=1732484809973812&usg=AOvVaw09e7N_yco0rGa3rnBEX3RZ

Verify your Install

To verify your install, run the command “docker run hello-world” and if you get an

error message, you have not properly installed Docker.

Note: You will most likely need to restart your CLI to use the command after

installation.
Docker Hub Account

Now that you have verified your installation, you must create a Docker Hub account
or be logged in to Docker Hub. Think of Docker Hub as GitHub for Docker. To create

a Docker Hub account, run “docker login” and follow the steps there.

Note: Itis best to use a PAT (Personal Access Token)

Images

A Docker image describes the parameters of the container and how to create it. We
don't always have to create our own images because there are a lot of them already
available out there for us to use whenever we want! You can find a very large
collection of them at the Docker Hub. Our VS Code extension handles the work of
installing the Docker image and creating the container, so don’t worry about this. All
you need to dois login to Docker Hub and have Docker Desktop running in the

background while the VS Code extension is running!


https://www.google.com/url?q=https://hub.docker.com/&sa=D&source=editors&ust=1732484809981145&usg=AOvVaw37XTw5J2huH8UloN_EXgqT
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